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POTENTIALS FOR APPLYING CLOUD
TECHNOLOGY IN ACCOUNTING

Abstract

Cloud technology, as an innovative way of data processing and storage, is
one of the latest trends in the world of information technology. Adopting these
technological solutions is one of the primary ways to ensure the efficiency of the
accounting information system, so today the focus is more and more on cloud
accounting, or, how it can often be heard, online accounting, web accounting, or
virtual accounting system. The aim of this paper is to point to specific features
of applying cloud technology in accounting — opportunities it provides, as well
as risks arising from it. In addition, by presenting the benefits that cloud-based
accounting brings to companies implementing this technology as well as users of
financial information, the authors aim to encourage and stimulate companies in
the Republic of Serbia to use the growing cloud services market and introduce this
technology into their accounting information systems.

Key words: Cloud technology, accounting information system, cloud
accounting
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INOTEHIHHUJAJIN 3A IIPUMEHY CLOUD
TEXHOJIOT'HJE Y PAYYHOBOACTBY

AncTpakT

Cloud mexnonoeuja, xao uHOBAMuUEAH HAYUH NPOYECYUPARA U 4Y6aAA NOOA-
maka, jeoam je 00 HAJHOBUJUX MPEHO08A V C8eMy UHMOPMAYUOHUX MEXHONIO02Ud.
Yeeajare pewerna xoja o6a mexnonozuja npysca npedcmasma jedan 00 npumap-
HUX HauuHa 00e30ehusara euKacHCcOCmU pauyHO800CMBEHO2 UHDOPMAYUOHOZ
cucmema, me Ooanac cee suuie 2080pumo o cloud pauynosodcmasy, 00HOCHO Kako
ce uecmo modice yymu, on-line pauyHo8oocmay, 6e6 pauyHo800Cmay Uil eupnmyer-
HOM pauynogoocmeenom cucmemy. Lum aymopa osoz paoda je 0a ykajicy Ha cne-
yuguunocmu npumene cloud mexuonoeuje y pauynosoocmsy — mozyhinocmu xoje
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npyaica, anu u pusuxe Koje uz moza npoucmuuy. Ocum moea, npeocmasbarbem
beneghuma xoje npumenom cloud payynoeoocmea ocmeapyjy e camo npedyseha
Koja umMnieMeHmupajy o8y mexmonozaujy, éeh u KopucHuyu uHancujckux uHgpop-
mayuja, aymopu umajy 3a yusms 0a ROOCMAaKHy u oxpabpe npedyszeha y Penyounuyu
Cpbuju 0a uckopucme pacmyhe mpacuwme cloud ycnyea u ceoj pauyHogoocmeernu
ungopmayuonu cucmem 6a3upajy Ha 080j MEXHOLOUjU.

Kuwyune peuu: Cloud mexnonoeuja, pauynosoocmeeHu umgopmayuonu cuc-
mem, cloud payynoeodcmeo

Introduction

Today, companies operate in an environment where rapid technological development
imposes constant changes in the ways information system functions, i.e. collection,
processing, and exchange of information. The development of information technology (IT),
supported by automation, enables the creation of new products, new industries, new markets,
and thus ensures economic growth (Prichici, Ionescu, 2015, p. 490). The Internet has led to
the emergence of a digital economy which companies can choose to accept or not, as part of
their business strategy and a “source of power and authority” (Al-zoubi, 2017).

Undoubtedly, one of the most important trends in the IT area is cloud technology. It
is a business model for the purchase and use of computer services, applications, access to
information and data storage via an Internet connection. “Depending on the cloud solution
model an organization adopts, all or parts of the organization’s hardware, software, and data
might no longer reside on its own technology infrastructure” (Warren et al., 2012, p. 2), so that
the user does not know the physical location and configuration of the system that provides these
services. Therefore, the cloud allows for fast and “on-demand” access to network, application,
server, and so on, located on the cloud, with minimal effort to manage or interact with the
service provider. Access is possible at any time, with an increasing number of devices and
independently of a geographic location — only the Internet browser and connection is required.

The cloud technology concept and idea are surely revolutionary. This is the topic
that is most talked about in the field of information technology (Ebenezer et al., 2014, p. 2)
because it smoothly supports all business applications and services and responds to a whole
range of business needs. Logically, accountants, who have never given up following trends in
technological development (Wyslocka, Jelonek, 2015, p. 5), explore the possibilities that this
technology provides. By identifying significant potentials for optimizing accounting activities
using cloud-based applications, accountants give this technology an opportunity to prove its
utility. Though it carries risks with it, cloud technology is becoming an increasingly acceptable
technology solution in accounting, preserving the role of accountants in the digitalization era.

1. Specific features of cloud technology
application in accounting

In the past three decades, accounting information systems have applied accounting software
for efficient reporting on company economic reality. Owing to continuous information technology
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development, these software solutions have been enhanced and become more sophisticated and
more convenient in processing the growing volume of information. Thus, Phillips (Ionescu et
al,, 2013) distinguishes four generations of accounting software that he classifies into three time
groups: (1) The first category dominates the 1990s, which implies simple applications, suitable for
all users, regardless of their size, in which data and reports are under the client’s strict control; (2)
The 2000s include two software categories: the first one includes accounting applications using
data stored locally or on servers, and the other one implies applications that can be simultaneously
accessed by multiple users, relying on powerful databases stored in secure locations, and (3)
since 2010, there is a period of “‘mobile’ accounting software with financial “dashboards”, whose
application involves the use of the Internet and mobile devices. Based on this categorization, it is
clear that the latest trend in applying information technology in accounting is cloud, from which
the so-called cloud accounting has emerged.

Proceeding from the characteristics of cloud computing, cloud accounting involves
the use of software for the collection and processing of data accessed through the Internet-
based cloud provider’s application. Therefore, the accounting software and data are located
on the remote server, software installation and maintenance on individual computers are
not necessary, and data “retrieval” by a large number of users is simultaneously possible
at any moment from a large number of devices. Cloud technology application has by no
means changed the function of accounting in relation to the use of traditional software. The
main difference is that traditional accounting software is procured as “tangible” assets and
installed on the user’s computer system, while with cloud the user purchases the right to
use software via the Internet (Software as a Service, SaaS) (Azad, 2013). This points to a
difference in the application support provided (Ionescu, 2013, p. 7), in the sense that cloud
platform supports the work of multiple users (in accordance with the authorizations they
received), while traditional platforms are limited to a relatively small number of users.
Differences in the application of traditional and cloud-based software are shown in Table 1.

Table 1. Differences in the application of traditional and cloud-based software

License only

Cloud based solution (Saas)

Accounting software license

Company’s own

Company rent it

System location

Where company want it

In the cloud

Hardware

Provided by company

Included

Windows & SQL Server Provided by company Included
Maintenance fees Purchased Included

IT Resources Company team or a provider None required

Support Purchased from a provider Purchased from a service provider
Number of users Limited by license Unlimited

Source: Christauskas, Miseviciene, 2012, p. 17

Cloud technology, with all its characteristics, has a very positive impact on all elements
of the accounting information system (Al-zoubi, 2017). Among other things, it significantly
rationalizes the accounting function establishment in terms of providing space for work.
This is because cloud technology allows access to applications and data from any site, the
so-called virtual object, and any mobile device (laptop, phone, tablet, etc.). This, logically,
increases the efficiency of recording and quantifying business transactions and events
because the 24/7 software availability allows accountants to perform their activities when
they want, not strictly during working hours. Accounting software is easily accessed over the
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Internet, without previously checking compatibility between the computer system used and
the accounting software. This ensures that all users access the same version of accounting
software, thereby eliminating potential problems caused by incompatible versions (Ionescu,
2013, p. 6). This further transforms the relationship of accountants and their clients in terms
of improving cooperation and communication. More precisely, distribution of files facilitating
cloud recording of business changes ensures their continued availability and easier access to
them. In this way, “eliminating the burden of data and file transmission” (Dimitriu, Matei, 2015,
p. 670) increases collaboration between employees, as well as synchronization and work on
shared files. A particular advantage of the software based on this technology is reflected in
the automation of transaction recording through business books, thus ensuring compliance
with various requirements including accounting standards and internal controls (Christauskas,
Miseviciene, 2012, p. 15).

Significant advantages of cloud accounting, in comparison to traditional accounting, also
result from the use of software as a service provided by the cloud provider, rather than software
installed on the user’s personal computer. These advantages are multiple: responsibility for
hardware and software maintenance and management is the service provider’s, which reduces
the engagement of IT professionals; the level of data security, from the point of view of misuse
and destruction risk, is considerably higher because most cloud service providers have better
internal control of data access than control provided by an average enterprise, and, in addition,
provide backup servers on two or more locations. Data storage in the “cloud” — if the device
(laptop, tablet, etc.) is stolen or broken, eliminates the risk of data loss, because the same data
can be accessed from another device (Dimitriu, Matei, 2015, p. 668); given that accounting
software is easily adapted to business needs, cloud service providers may more often afford to
add new software packages as needed or upgrade existing versions. What is highlighted as a
particular benefit of using the software as a service is the ability to try out the software before
the final decision on use. The majority of providers offer a trial period to allow a potential user
to assess whether the service meets their needs (Christauskas, Miseviciene, 2012, p. 15).

2. Use of cloud computing services in the European Union and the
Republic of Serbia — application and limitation factors

In 2014 and 2016, the European Union conducted a survey on the use of cloud
computing services (Eurostat, 2014; 2016). The survey included companies with more than
10 employees (outside the financial sector). The survey results show that, in 2016, 21% of
companies in the European Union used cloud computing services. Compared to 2014, the use
of cloud computing increased by only 2 percentage points. This increase is significantly higher
with large enterprises (45%) than with small and medium enterprises (21%)*. However, given
that most EU member states almost completely provide access to broadband Internet for all
companies (more than 97%), we can conclude that a small number of EU companies (slightly
more than one-fifth) use cloud computing services. Significant differences in the use of cloud
computing services in enterprises are observed among EU countries (Figure 1).

* Classification of enterprises by the number of employees: 10-49 (small enterprises), 50-249
(medium-sized enterprises), 250+ (large enterprises) (Eurostat, 2016).
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Figure 1: Use of cloud computing services in enterprises,
2014 and 2016 (% of enterprises)
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Source: Eurostat, 2016

According to Forrester predictions (European Cloud Alliance, 2017), aggressive
growth of applications based on cloud computing is expected. The cloud market in the
EU with a 15% share in 2015 should grow to 27% in 2018.

The situation in the United States is much more favorable. According to the IDC
CloudView Survey (2016), nearly 75% of US companies surveyed use public cloud
services. In addition, 80% of US companies regularly using cloud services have contracts
with multiple cloud providers. According to the same research, by 2020, the majority
(54%) of total IT spending will be allocated for public and private cloud solutions.

Table 2 shows the results of the survey conducted in the Republic of Serbia, which
the Statistical Office of the Republic of Serbia does every year. The latest survey (2017)
was conducted on a sample of 1655 enterprises with 10 or more employees.

Table 2: Usage ICT in the Republic of Serbia (2013-2017)

Year
2013 2014 2015 2016 2017
The enterprise pays cloud computing services - 3.8% 9.2% 9,3% 9,3%
Internet population used cloud services to store or share information o o o o
(Google drive, Dropbox, iCloud) 10.4% 15,5% 19,4% 19,5%
The enterprises have a website 73,8% 74,0% 75,2% 80,8% 80,4%
Broadband Internet connection in enterprises 97,8% 98,0% 98,0% 99,1% 98,6%
?{:KST::esrs)use of social networks (Facebook, Linkedln, Xing, 23.4% 27.0% 28,6% 36.1% 35.7%
l?ilézl:s:s)s use of multimedia content sharing sites (Youtube, Flickr, 10.7% 13.9% 10.0% 14.6% 14.6%

Source: Eurostat, 2014.

Cloud services include ICT services accessed through the Internet to use software,
storage space, and so on. The characteristics of cloud services are: they are located on service
provider’s servers, can be used at the user request, and are paid based on the usage (space
capacity). According to this survey, only 9.3% of enterprises in the Republic of Serbia use cloud
services. This is significantly lower than the EU average (21%). Taking into consideration the
fact that almost 100% of enterprises have access to broadband Internet, stagnation at this level
in the last three years is worrying (9.2% in 2015). Although individuals are almost twice as
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likely to use cloud services (19.5% in 2017) and the use of social networks (35.7% in 2017) or
multimedia content sites (14.6%) is based on cloud technology, Serbia remains among bottom
countries in the EU in terms of using cloud services.

Regarding the use of cloud services, of enterprises reporting the use of cloud computing
services in 2016, about 65% use cloud services for email. Similarly, about 62% of enterprises
using cloud services use them for data storage. Apparently, instead of creating their own
server infrastructure for e-mail and data storage, enterprises use OPEX-based cloud solution
per user. In addition to these standard services, a large number of enterprises use corporate
database hosting services (44%) and Office software (41%) (Eurostat, 2016).

Figure 2. Use of cloud computing services, by purpose, 2014 and 2016 (% of
enterprises using the cloud)

0% 10% 20% 30% 40% 50% 60% 70%

65%
66%
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Hosting the enterpirse's database(s)

Office software

Financial or accounting software
applications

CRM software applications

Computer power for enterprise’'s own
software

m2016 m2014

Source: Eurostat, 2016.

By using cloud computing services, enterprises access more advanced end-user software
applications, finance and accounting applications (32%), and manage information about their
clients (CRM software) (27%). In addition, 21% of enterprises use cloud solutions as additional
computing power to start their own business applications (Eurostat, 2016) (Figure 3).

Figure 3: Use of financial and accounting cloud applications, 2016
(% of enterprises using the cloud)
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28 EKOHOMUKA EXZ)



©JlpywtBo ekoHomucra “Exonomuka” Hun http://www.ekonomika.org.rs

In the Netherlands, Norway, and Estonia, more than half of the enterprises, cloud
computing users, opt for the use of cloud financial and accounting applications. However,
in Greece and Italy, less than one-fifth use cloud solutions for financial and accounting
applications. According to Capterra research (2015), about 40% of US companies use
web-based or hosted accounting software solutions (60% have locally installed accounting
software). However, according to (Ace Cloud Hosting, 2018), most accounting firms look
at cloud solutions only as tools for online data storage and backup tools.

The way cloud services are used in the Republic of Serbia is shown in Figure 4,
based on the Statistical Office of the Republic of Serbia (2017).

Figure 4: Usage of cloud service in the Republic of Serbia
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Source: Statistical Office of the Republic of Serbia, 2017.

The figure shows that, in 2017, on average, 29% of enterprises used cloud solutions
for financial and accounting software applications, which is slightly less than the EU average
(32%). It is optimistic that from year to year the number of such enterprises is growing (in
2014 the average was 20.7%). In percentage terms, the largest users are medium-sized
enterprises (34.4%) and large enterprises (33.1%). It is surprising that enterprises from
central Serbia use these services more (41.8%) than in the region of Belgrade (20.1%).
According to the core activity, the largest users of financial and accounting cloud
applications operate in the field of electricity, gas, steam, and water supply and waste water
management (73.1%), administrative and support service activities and computer repair
(69.2%), and in the field of information and communication (50.5%).

In the Eurostat survey of 2014, enterprises that use cloud computing services identified
the most important factors that limit their greater use. Figure 5 shows these factors by the
size of the enterprise. Both large and small and medium-sized enterprises identified the risk
of security threat as the most important factor (57% and 38% respectively). Uncertainty in
the application of laws, judiciary, dispute resolution, and other legal problems are the next
important limiting factor, both for large enterprises (46%) and small and medium-sized
enterprises (31%). Similarly, uncertainty about the location of data storage concerns almost
half of large enterprises (46%) and almost one third of small and medium enterprises (29%).
Cloud service providers often host in one country and store data in another country (or more
than one country). A significant difference between large enterprises and small and medium-
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sized enterprises is recorded in terms of insufficient knowledge as a limiting factor. About
17% of large enterprises point to the lack of knowledge as a limiting factor. By contrast,
about one third (32%) of small and medium-sized enterprises take this as a limiting factor.
Obviously, large enterprises have human resources with enough knowledge and expertise to
understand the significance and issues of cloud computing.

Figure 5: Factors limiting enterprises from using cloud computing services, by size class,
EU-28, 2014 (% enterprises using the cloud)
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Source: Eurostat, 2014.

In a survey by the Statistical Office in 2014, respondents state that the main factors of
limited cloud use are: high price of services (21.5% of respondents), security risk (19.4% of
respondents), and insufficient knowledge of the use of cloud services (17.2% of respondents).

Taking into account the studies mentioned, security of information is considered
one of the most important factors for accepting cloud. Accordingly, providers must place
greatest emphasis on providing the highest level of security and focus on current as well as
potential users. In this context, two aspects need to be especially emphasized (Pfarr et al.,
2013): first, the difference between the actual and the perceived security of information;
second, enterprises based in the European Union are subject to strict laws, which prohibit
the storage of certain information on servers outside the EU. Cloud providers as well as
(potential) users need to bear in mind this aspect during the service selection phase.

Significant security and privacy factor in the context of cloud services is the establishment
of standards (Pfarr et al., 2013). For example, ISO/IEC 27017 deals with the security of public
cloud services, ISO/IEC 27018 standard deals with the protection of personal data for public
cloud services. In addition, ISO/IEC 19086 series standards apply to cloud service agreements
and SLAs. ISO/IEC19086-4 deals with security and privacy components of the cloud service
level agreements. ISO/IEC 27036-4 provides guidelines on the security risks of information
related to the use of cloud services and the efficient management of those risks.

Hawsons, an accounting firm in England with the longest tradition, suggests that, prior
to selecting a cloud service provider, it is important to analyze the terms of cooperation well in
order to make sure that the selected provider implements the necessary data protection controls.
In that sense, it is important to observe: how regularly data protection controls are implemented,
whether and what quality standards the provider meets, what security measures they take, which
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data encryption software they use, how often they archive server data, and so on (Hawsons
Chartered Accountants). In addition, many influential accounting firms provide assurance
services to guide companies in the process of adopting and maintaining cloud technology. Thus,
Deloitte provides consultation services when choosing a cloud service provider, as well as when
integrating this technology into accounting; KPMG focuses the largest segment of consulting
on the field of data security. The assurance service involves reviewing agreements on protecting
client rights and making sure that system data security standards are in place before accepting the
service. Ernst and Young advises the client to make sure that a contract with a service provider
includes urgent repairs and legal remedies for loss of business continuity (Kinkela, 2013).
Treadway Commission issued “Enterprise Risk Management for Cloud Computing”, in which
it calls on the board of directors responsibility to manage risks posed by cloud technology. In
this guide, the board is guided towards determining the acceptable risk level that this technology
carries, adequate risk assessment to which the enterprise is exposed by its application, response
to these risks, and the introduction of control activities in the establishment, implementation,
and maintenance of this technology (Warreng et al., 2012).

Conclusion

Information technology, and, undoubtedly, cloud computing, conditioned the
revolutionary transformation of the accounting information system. While it is quite clear that
this transformation does not imply the exclusion of human labor, but that its purpose is to ensure
its optimization, accountants are still cautious in the adoption of this technology. As people
are naturally most afraid of new things, the risks they indicate to justify their aversion to the
implementation of this technology relate to: data security because the service provider has access
to confidential information, and the feeling that users have no control and become dependent
on the provider who is responsible for maintenance and management of the application, etc.
Nevertheless, accountants claim that the benefits provided by this technology overcome the
dangers it carries with it, so relevant professional organizations and accounting firms provide
support to accountants in the adoption and implementation of this technology.

Previous research and studies have confirmed that enterprises, especially small and
medium, are not aware of the benefits of adopting cloud solutions. This situation is especially
alarming in the Republic of Serbia, where only 9.3% of enterprises use these services. The
conducted surveys and studies highlight the need for training and awareness raising campaigns
on the importance of adopting cloud solutions in the business world. In most surveys, enterprises
point out that the risk of security breach is a key factor of aversion or less use of cloud services.
Besides, enterprises, especially small and medium-sized, point to insufficient knowledge
of cloud computing as a significant factor discouraging the use of cloud services, but also a
factor that affects the poor perception of security issues. Finally, expertise and knowledge of
contractual, legal, and technical aspects of implementation are prerequisites for an enterprise
that decides to purchase cloud computing services.
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