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Abstract
Information and communication technologies are a tool to streamline production, and therefore they must 
be properly secured. The article is aimed at solving security and protection of agribusiness ICT. For a more  
detailed analysis of this issue there has been carried out a research. Its partial results were submitted  
to statistical analysis and are presented in the following article. The basic prerequisite for the implementation 
of any safety measures is the risk analysis when properly conducted it enables the effective implementation 
of safety measures and the corresponding potential threats and protected values of organization. The main  
aim of this paper is to assess the impact of particular forms of ICTs on protection, determination  
of the possible impact of the implementation of the risk and threat analysis for the enterprise.
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Introduction
Nowadays means of information and communication 
technologies represent a considerable advantage 
for anyone who can use them properly. Information 
society gradually changes business, public 
administration as well as each individual’s life. This 
trend is evident also in a classic, and in many ways 
relatively conservative branch, such as agriculture 
(Šimek et al., 2008). Therefore it is also necessary 
to know how to protect and secure them properly. 
The term information security is often used  
in the relation to the information provided. 
Information security can be defined as the protection  
of information and its critical elements, including 
the systems and hardware that use, store,  
and transmit that information (Whitman  
and Mattord, 2012). Following recent developments 
affecting the information security threat landscape, 
information security has become a complex 
managerial issue (Dor and Elovici, 2016).  
In business, but also in the overall economy we use 
information that can be regarded as an asset and it 
is therefore necessary to process and protect them. 
Assets ("asset") IS / ICT include the technologies, 
applications, data, and also people. Examples  
of the assets are hardware, software tools, data 
that the informatics uses and processes. It also 
includes the standardized and formalized processes  

and knowledge included in the informatics, as well 
as individuals such as operational staff, managers  
of individual applications, means of communication 
and other employees of the Department  
of Informatics (Gála et al., 2006).

The level of the usage of information  
and communication technologies (ICT) has a direct 
impact on the development and competitiveness  
of individuals, firms, production sectors, regions 
and even the whole continents. It is possible to state  
that the general characteristics and principles  
of ICT usage in the agriculture sector are beyond 
any doubt valid and will be valid in future 
(Jarolímek and Vaněk, 2003). Information assets are 
all processed data, equipment and people involved, 
or anything in the processing of information 
(Kaluža, 2006). Information assets are significant 
competitive and efficient sources of business  
in the globalizing knowledge economy.  
The significance of information security is therefore 
increasing. According to some other researches was 
also find that a risk taking firm may invest a larger 
amount in protecting and set than the risk neutral 
firm when the effectiveness of the investment  
in lowering breach probability is low (Mayadunne 
and Park, 2016). For evaluating the level of business 
information security there  were created different 
methods to measure the effect of security. These 



[50]

Information Security and Risk Analysis in Companies of Agriresort

methods are dealt with by Kruger, Dervin and Steyn 
(2006). Their aim was to focus on areas of business 
that enhance information security - employees  
and their work with information.

Defining each level of information protection 
is quite difficult. Their vulnerability is on each 
level such as physical, organizational, procedural, 
personnel, management, administrative, also  
in terms of hardware and software (Oláhová, 
2006). As stated in the document Information 
Security (2011), information security is achieved  
by implementing measures such as policies, 
processes, procedures, organizational structures and 
software and hardware functions. These measures 
must be implemented, monitored, reviewed 
and improved to fulfill the specific security  
and business objectives of the organization.  
It is also an information security from threats  
and vulnerabilities in order to ensure continuous 
and successful operation of the organization's 
activities to minimize business risk and maximize 
use of investment and business opportunities. 
Quality information and information technology  
must promote economic activity and this approach 
prevents their security (Kučera et al., 2009). 
Information security is not a management process 
that directly produces a profit, but they are necessary 
prerequisite for direct profit making processes. 
The aim of information security is to reduce  
the possibility of applying the threats and in case 
they appear it is to minimize their impact.

The properly defined security policy  
of the company is closely connected with the right 
implementation of information security. Selection 
and implementation of security products require 
properly defined information security infrastructure 
in the organization. Security infrastructure is 
a combination of measures, laws, government 
processes and experience with technologies  
and products that provide information security 
of organization. The aim of this security are  
the measures to prevent problems, detect problems, 
and alleviate damage, delay the effects of errors  
and attacks. Security infrastructure must 
also set certain standards for the assessment  
of the relevant factors in assessing the effectiveness 
of technologies, products and processes (Tarimo, 
2006). Minimizing the impact of risks is a priority 
of security policy. Security policy is a basic plan that 
determines the information and assets and benefits 
of property which belong to organization as well  
as the manner of their protection. The employees  
have to have common rules when using  
the information sources, i.e what is allowed  
and what is not. It must also include the security 

policy components of the information system 
such as hardware, software, data and users.  
A properly constructed security policy is the basis 
for the development of projects aimed at safety. 
To minimize the risk of illegal use or misuse  
of information resources of the organization,  
the security policy is the first one as a safety 
measure (Danchev, 2004). Providing the IS 
risk analysis is needed to establish an effective 
security policy. Other necessities are to identify 
information assets that need to be protected, why 
they need to be protected and how the protection 
will be implemented (Tóthová, 2006).  Overall, risk 
management is the total process used to identify, 
control, and minimize the impact of uncertain 
events (Peltier, 2005). Identified threats and risks 
need to be accepted or corrected. The analysis  
of risks includes the analysis of assets, analysis  
of threats and vulnerability analysis (Loveček, 
2006). Another view of the risk analysis is obtaining 
objective basis so that security measures can be 
designed. Risk analysis is the process of identifying 
risks, evaluation of their size and the identification  
of areas that need to be provided by security  
measures (Hofreiter, 2006). Detection of possible 
operational threats which come from business 
interruptions and their financial impacts create  
the basic unit of the risk assessment (Kostrecová, 
2008). There are many risk analysis methods 
available today, and the main task for an organization 
is to determine which one to use (Agrawal, 2017). 

Overall, the management of data security is difficult. 
Quality management requires a combination 
of technical and business skills and knowledge 
of people, many of them are not intuitive.  
The basis of the information security is the risk 
management. Any extensive modern network 
can be ensured without a thorough understanding  
of the risk management process. It is important  
to understand the information security as a complex 
process consisting of the before mentioned parts. 
Additionally it is necessary to determine the correct 
security infrastructure, define the security policy 
and especially to analyze security risks. Information 
security and the overall security of information 
systems have been analyzed by researches  
of many authors  such as Carlsson et al. (2009), 
Hennyeyová and Depeš (2010), Hennyeyová  
et al. (2013), Šilerová et al. (2016), Šilerová 
et al. (2015) or Bilozerov and Isomäki (2012), 
which focused mainly on the electronic exchange  
of business information between enterprises 
but also involvement and raising awareness  
of managers about information security and partly 
served as inspiration for our research.
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Material and methods
From the year 2012 to 2016 the  Department 
of Informatics carried out a research on issues 
of information security and security policy  
in agrirezort enterprises. This paper presents  
the parts of the research focusing on the assessment 
and evaluation of effective and safe use of ICT.  
The questionnaire survey was evaluated  
with statistical methods for the detection  
of relevance and relations of the data collected 
to confirm or refute the hypothesis of statistical 
indicators. A total number of  hypotheses was 8, 
two of them were chosen for this article:

Hypothesis 1: Form of ICT administration is related 
to the security and protection of the ICT.

Hypothesis 2: Implementation of risk analysis 
threatening ICT affects the security solutions  
and ICT security.

Several statistical methods have been used  
for the statistical evaluation. Verification  
of dependencies between the trait was carried out 
by use of chi-square test (χ2), respectively. (χ2)  
- square contingency. The test is based on comparing  
the theoretical and the empirical frequencies,  
e.i. which empirical frequency, if they were 
independent characters.

For the statistical analysis where the Chí-square 
test of independence could not be used, the Fisher's 
exact test was applied because the assumption 
numbers of cells in the pivot table was not followed. 
Fisher's exact test derives from the pivot table  
and verifies the null hypothesis of equality  
of the two units, namely the independence  
of two binary variables. This test is based  
on the assumption that all marginal frequencies 
(totals rows / columns) in the pivot table are fixed. 
This assumption is rarely met. They are mainly 
fixed in line frequency or in only the total frequency. 
If using the parametric methods was not possible 
because of failure in meeting the preconditions 
for their use, we applied nonparametric methods. 
Kruskal-Wallis H test is an extension of the Mann-
Whitney test for three or more samples. The aim  
of the test was to find out whether the differences 
found in the sample medians of each group 
(according to the level factor) are statistically 
significant (between variables, the relationship) 
or could not be random (between variables,  
the relationship). The null hypotheses concerning 
equality of all medians was tested. If the P-value 
is lower than the chosen significance level (0.05), 
the null hypothesis is rejected. This means that 
the difference between at least one pair of median 

values calculated from the sample is too large, it can 
only be the result of random selection. Therefore it 
is statistically significant – there is the relationship 
between the variables. If the P-value equals to or is  
greater than the chosen significance level, the null 
hypothesis can not be rejected. This means that  
the difference between each pair of medians 
calculated from the sample can only be the result 
of random selection, therefore, not statistically 
significant – there is not the relationship between 
variables.

Results and discussion
The research sample consisted of 85%  
of cooperatives, 9% of joint stock companies  
and 6% of companies with limited liability. 69% 
of activities were in agriculture. The remaining 
businesses operate in the food industry. ICT security 
consists of items that the entity uses to ensure proper 
operation and protection of these technologies. 
All monitored entities have some form of security  
of ICT, especially at the technical level. This 
fact corresponds with the amount of funds spent  
on various forms of security and protection,  
the value of which is up to 500 EUR, while  
the survey shows that the vast majority of entities 
invest less than 1000 EUR for ICT in one year 
(40.63% enterprises). For other entities, it is smaller, 
but not insignificant amount because the adequate 
security and protection ICT cost less in opposition 
to the state of distortion of IS / ICT. According 
to the funds it is also important to know which 
organizational levels show interest in including 
the security solutions for IS / ICT. Research shows 
(Figure 1) that senior management has the greatest 
interest in the security solutions. It's relevant  
in incorporating ICT in the statutes, regulations, 
guidelines and regulations in the subject and their 
subsequent compliance.

ICT security does not fall only on the level of technical 
protection. An important part of the IS / ICT is  
non-technical protection presented as Security 
policy or project. The Security policy includes all 
the rules of the protection of IS / ICT as well as 
other assets of the company. Despite the fact that 
the Security policy and the Security project are 
the essential elements of asset protection in the 
enterprise, only a smaller proportion of companies 
actually create, apply and respect it. According  
to our research, 40% of subjects do not have these 
documents elaborated. Obeying the safety rules 
has important implications on how the enterprises 
manage their ICT. Usually in three ways, by internal 
employees, internal employees in cooperation  
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Source: own research and processing 
Graph 1: Interest of the organizational levels in security solutions.
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with the external company or solely an external 
company. The hypothesis 1 states how is  
the management of ICT related with enterprise 
security.  The hypothesis 1 in this article 
was evaluated by using Fisher's exact test  
(for the Chí-square test of independence  
the assumption numbers of cells in the Pivot Table  
was not respected). The null hypothesis 
was formulated for the use of Fisher's exact 
test (H0: The form of management ICT 
and the protection and security of ICT is 
not statistically significant relationship.)  
and the alternative hypothesis (H1: The relationship 
between management of ICT and the protection  
and security of ICT is statistically significant.).  
Based on the Fisher's exact test P-value  
of the 5.167-13, and is thus lower than  
the significance level α = 0.05. We accept 
the alternative hypothesis and reject the null 
hypothesis which means that the between 
the management of ICT and ICT security  
and protection is statistically significant  
relationship. Overall, the research shows 
that companies which have their own staff  
for ICT management are also responsible for ICT  
protection and security. On the other hand, 
companies that work with external companies  
for management of ICT cooperate with such 
companies also for ICT protection and security. 
Management of ICT by internal employees 
represents 6.25% of the companies; 3.13%  
in collaboration with an external company  
and 3.13% external company only.  Although 
all parties ensure the protection of ICT,  
71.88% of these entities does not perform  
an analysis of possible risks that may be  
threatening to their ICT. There also can be seen  

the connection between whether or not  
the businesses have own security policy  
or project.  In this case the entities have  
the documents and they would follow the risk 
analysis in certain time intervals. Intervals of risk 
analysis directly derive from those documents  
and audit of information security. The hypothesis 2  
in our article focuses on the analysis of risks  
and their impact on the security and protection 
of the ICT. The null hypothesis for Fisher's exact 
test was determined as follows: "There is not  
a statistically significant relationship between  
the implementation of risk analysis  
and management and security of ICT."  
The opposite hypothesis says that there is  
a statistically significant relationship. Based 
on the Fisher's exact test is the P-value 
0.0095 and is thus lower than the significance 
level α = 0.05. We reject the null hypothesis  
and accept the alternative hypothesis,  so between 
the conducting a risk analysis of ICTs and solving  
the protection and security of ICT there is  
a statistically significant relationship. This is 
reflected on Figure 2, where the companies which 
cooperate with an external company in protection 
and security of the ICT do not perform risk  
analysis because they only focus on the situation,  
not on prevention. The relationship is visible,  
but it is negative more likely in agribusiness.

However it should be noted that companies 
should realize the importance of risk analysis.  
Without risk analysis the effective security  
measures in the organization can not be 
implemented. If such analysis is not part  
of building safety, it means that companies  
are not concerned with the security.
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Source: own research and processing 
Graph 2: The relationship between management of ICT protection and security 

and conducting a risk analysis of ICT in the company.
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Conclusion
Many renowned authors state and confirm that 
the basis of adequate security environment of ICT 
should be directed by management of the company. 
This view can not be disagreed with.  Peltier (2005) 
is indeed of the opinion that employees initiatively 
should encourage and highlight the potential safety 
risks of ICT in the company but confirms that  
the main proposals should come from top 
management. In all reported businesses the top  
management has the largest representation  
in protection and security of ICT. These forms 
of security are related to the funds that are spent 
and form part of the overall budget invested  
in ICT. The amount of about 500 EUR represents 
half of funds spent annually on ICT in the case  
of 40.63% of entities. For other entities, it is 
smaller, but not insignificant amount, as adequate 
security and protection of ICT represent lower 
costs in comparison to the situation of the violation  
of security of IS / ICT.  Safety may not only be  
at the technical level, but may also be in the form  
of a document - Security policy or Security 
project, which form the base stone of ICT security  
in enterprises on non-technical level. However only 
a few entities have elaborated these documents 

Security policy (21.88%) and Security project 
(37.5%). ICT must not only manage but also 
provide the protection through either internal 
company employees (12.5%), in collaboration 
with an external company (71.88%) or exclusively 
external company (15.63%). Positive side, which 
can be noted after the survey, all parties address 
solve the protection and security of their ICT  
and leaves them in the risks and threats. Negative 
side may be finding that only 71.88% of entities does 
not perform an analysis of possible risks that may 
jeopardize their ICT. This can have a direct effect 
on the employees of the company and how they 
are informed about these risks. The vast majority  
of employees is not even aware of the security risks 
and the potential for ICT by businesses (11.72%). 
This is caused by the fact that these are the simpler 
systems and technologies that users commonly use 
in the private and therefore they expected to have 
basic knowledge of occupational safety and use  
of ICT. Finally, it is important to note that although 
they know the risks and try to develop security 
plans and projects, no ICT resources can be good 
in today's rapidly evolving technology for 100% 
protection.
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